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This paper presents a new approach to manage data content of memories implemented in FPGAs through 

the configuration bitstream. The proposed approach is able to read and write the data content from Block 

RAMs (BRAMs) in FPGA based designs by reading and processing the information stored in the bitstream. 

Thanks to this method it is possible to extract, load, copy or compare the information of BRAMs with- 

out neither resource overhead nor performance penalty in the design. It can also be applied to existing 

designs without the need of re-synthesizing. Due to its advantages it becomes an interesting tool to 

carry out several applications, such as error detection and recovery or fault injection. It also opens the 

doors to the design of cutting-edge applications. The approach has been implemented in a Xilinx ZYNQ 

System-on-Chip (SoC) device, which combines an FPGA and an ARM9 microprocessor. The access to the 

configuration bitstream has been performed using the ZYNQ’s Processor Configuration Access Port (PCAP). 

Nevertheless, the flow presented in this article can be adapted to devices from other Xilinx families or 

vendors. The proposed approach has been fully tested and compared with specifically designed memory 

controllers. The results obtained in the experimental tests confirm that the proposed approach works 

properly without increasing the resource overhead but at a penalty in terms of processing time. 

© 2017 Elsevier B.V. All rights reserved. 
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1. Introduction 

New System-on-Chip (SoC) systems which combine repro-

grammable fabric logic with integrated embedded processor cores

are lately gaining momentum, enabling higher levels of integration,

differentiation and flexibility. These hybrid FPGA systems pave the

way towards a new concept of hardware and software integration.

As a consequence, designers can take advantage of the complex

computation power of an embedded processor and the well-known

benefits of FPGAs, such as flexibility, performance, low-cost design,

short time to market and reconfiguration capabilities. Furthermore,

these SoC systems also are also suitable to create custom accel-

erators that enhance the performance of designs adapted to the

requirements of particular applications. One remarkable example

of this new SoC concept is the ZYNQ architecture from Xilinx [1] ,

which integrates a dual ARM9 processor with the reconfigurable

fabric logic of the Xilinx 7 series FPGAs. Following this idea, the

ZYNQ is divided in two main regions: the processing system and

the programmable logic. The main advantage of the ZYNQ archi-
∗ Corresponding author. 
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ecture over previous FPGAs with hard processors is that, thanks

o the huge number of traces that connect the processing system

o the FPGA fabric, it provides the device with a connection be-

ween the processing system and the programmable logic, hence

equiring less infrastructure. In this way, the ZYNQ SoC makes it

ossible to exploit the logic as an auxiliary resource that may be

sed to increase the performance of the deployed applications. 

Memories are essential elements in SoC designs as a standard

ay to store data on a temporary or permanent basis. This data

ay have different purposes; in the case of FPGA systems the most

ommon functionality is to store information of specific applica-

ions, entire programs or sequences of instructions, program state

nformation and/or configuration information of the device. When

sing FPGAs, apart from the external memories, memory elements

an be implemented using dedicated Block RAM (BRAM) modules

r distributed general-purpose logic fabric [2] . BRAMs are the de

acto design selection if the application stores and manages lots

f data. To this end, they are provided with customizable charac-

eristics, such as, data width and depth, single or dual input port,

ifferent control ports and protection based Error-Correcting Code

ECC). For the same storage purpose, the Look-Up Tables (LUT) of
he slices of an FPGA can be used as distributed RAMs or as Shift 

http://dx.doi.org/10.1016/j.micpro.2017.01.009
http://www.ScienceDirect.com
http://www.elsevier.com/locate/micpro
http://crossmark.crossref.org/dialog/?doi=10.1016/j.micpro.2017.01.009&domain=pdf
mailto:julen.gcb@ehu.eus
http://dx.doi.org/10.1016/j.micpro.2017.01.009


J. Gomez-Cornejo et al. / Microprocessors and Microsystems 49 (2017) 64–76 65 

R  

r  

a  

s  

t  

a  

t  

s  

s  

a  

o

 

t  

w  

q  

o  

m  

s  

t  

q  

a  

a  

t  

r  

t  

p  

fi  

b

 

b  

t  

c  

(  

w  

c  

t  

o  

B  

a  

o  

o  

a

2

 

o  

w  

p  

o  

e  

a  

s  

m  

t  

e  

p  

w  

t

 

i  

w  

d  

A  

m  

F  

o  

c  

i  

H  

o  

o  

t  

i  

s  

h  

o  

r

2

 

p  

i  

F  

c  

s  

(  

T  

o  

c  

c  

d  

o  

e  

p  

i  

w  

t  

w  

u  

t  

o  

l

 

m  

m  

t  

n  

o  

m  

a  

b  

B  

o  

n

 

l  

b  

u  

u  

c  

f  

s  

T  

d  

m  

p  

i  

c  

w  

r  
egister Lookup Tables (SRL). Distributed memories, such as shift

egisters, are more appropriate for storing small amounts of data

nd allow for a faster access to them. Hence, the designer should

elect the most adequate memory implementation depending on

he specifications of the design. Otherwise, an improperly designed

pplication with overestimated storage requirements would make

he synthesizer reserve more memory space out of the FPGA logic

lices than really needed. It needs to be remarked that the re-

ource overhead comes with a higher power consumption and usu-

lly with a performance penalty, due to the increase of the length

f critical paths. 

The standard way to access and manage data in memories is

o use their different ports, such as data output , data input ,
rite-enable and address . Evidently, this access method re-

uires a control mechanism to manage the inputs and read the

utputs in a coordinated fashion. This is often accomplished by a

emory controller, which can be implemented in different ways

uch as using soft-core or hard processors, specific IP cores or cus-

om Finite State Machine (FSM) based modules. In addition, fre-

uently additional elements are also required, like bus interfaces or

uxiliary memories to store processed data. The implementation of

ll the above elements demands the use of different resources from

he FPGA, increasing further the resource overhead. Besides, if it is

equired to read or write large amounts of data, resources commit-

ed to storing such data will be blocked and unavailable for other

urposes. For example, it is not possible to read the data from the

rst two memory addresses while the last ten data addresses are

eing written. 

In order to alleviate this noted overhead in the design of em-

edded memory resources, this work proposes a novel approach

o access and manage BRAM based memories’ content using the

onfiguration bitstream. Thanks to the Bitstream Based Approach

BBA), the management of memory resources can be carried out

ithout using any logic resource of the FPGA. Besides, it gives the

hance to access the memory even when it is being read or writ-

en. Therefore, some of the common drawbacks of classical mem-

ry management strategies can be solved by using our proposed

BA approach, such as the increase of utilized resource, the appear-

nce of single points of failure or the lower availability of mem-

ry blocks. This and several other advantages unleashes a myriad

f possibilities when working with BRAM memories. These aspects

re deeply discussed in the next sections. 

. Application scope of the proposed approach 

In some specific situations it is necessary to work with mem-

ries in special ways, apart from the standard data reading and

riting procedures based on the management of input and output

orts. This section introduces several of those scenarios where BBA

ffers solutions and where standard procedures are not effective

nough or even valid. Apart from the particular benefits for each

pplication, the common advantage in all scenarios using the BBA

cheme is the zero resource overhead. This mostly yields higher

aximum frequencies (shorter data paths), less power consump-

ion (less active elements), better fault tolerance (less susceptible

lements) and more resources available for implementation pur-

oses. On the downside, since BBA utilizes partial reconfiguration,

hich is a time demanding technique. Depending on the applica-

ion this could be a negative or a negligible aspect. 

Fault tolerance applications gather several examples where ex-

sting data manipulation techniques face problems when working

ith memory elements. FPGAs designs are susceptible to space ra-

iation induced faults [3] known as Single Event Effects (SEEs).

mong all the SEE, Single Events Upsets (SEUs) are the most com-

on ones [4,5] . SEUs are non-permanent soft errors that can affect

PGAs flipping bits in user memories or in the configuration mem-
ry. SEUs located in the configuration memory are the most criti-

al case because they can alter the implemented design by chang-

ng the configuration of crucial elements or their interconnections.

owever, faults in user memories can also be critical depending

n the design, because as a result of an upset the entire system

r a critical part of it can be unavailable or present a malfunc-

ion. In certain cases a single error can be unacceptable, specially

n fields related to human safety or very expensive technologies,

uch as railway, avionic or spacial applications. Hence, in order to

arden FPGA designs against faults specific methods mostly based

n configuration memory scrubbing and/or software or hardware

edundancy have been proposed in the literature [6–10] . 

.1. State of the art and contributions 

The most straightforward method to account for and overcome

otential faults is the so-called bitstream scrubbing [11–13] which

s performed thanks to the partial reconfiguration capability of

PGAs, by periodically writing a known bitstream with a correct

onfiguration to clean upsets from the configuration memory. The

crubbing is usually performed by a dedicated auxiliary processor

hard or soft) with access to the reconfiguration port of the FPGA.

he content of BRAMs and registers is masked in the clean copy

f the bitstream used for the scrubbing, because this information

hanges continuously during the operation. In [14] , the memory

oherence problem is described, which occurs when configuration

ata contain user information that is updated by system-level user

perations between the configuration readback and writeback op-

rations. It proposes a dirty-bit technique which deals with this

roblem. Although it shows to outperform previous approaches,

t also comes along with a performance penalty. Thanks to BBA,

hich provides the location of the data content in the bitstream,

he memory coherence problem can be solved in a straightforward

ay without any resource overhead. In addition, since the config-

ration scrubbing is done in runtime without stopping the system,

here is no performance penalty. The time demanded by BBA could

nly affect to the time between consecutive scrubbings, which is

ess the upper bound for the majority of the applications. 

In [15] a user memory scrubbing approach to clean errors in

emories is proposed. Unlike the bitstream scrubbing, this user

emory scrubbing hinges on the addition of a FSM based module

o the design. Thus, this method increases the logic overhead and

eeds to use a second memory port. Since Xilinx FPGA BRAMs can

nly be implemented as single or dual-port memories, if a BRAM

emory block is already being used as a dual-port memory this

pproach not be feasible. In contrast to what this research states,

y using BBA it is feasible to perform a user memory scrubbing in

RAM based blocks by using the bitstream information. Just as it

ccurs with the configuration scrubbing, neither resource overhead

or performance penalty are incurred by the design. 

In redundancy based hardware techniques the implemented

ogic is replicated and the error detection and/or correction is done

y using a voter or a comparison mechanism. These techniques are

seful to make designs more robust against both user and config-

ration memory upsets. Different levels of hardware redundancy

an be adopted. Higher redundancy levels usually provide higher

ault tolerance but also a higher usage of resources. For these rea-

ons, a trade-off decision must be made in the design process.

he most utilized redundancy level is the Triple Modular Redun-

ancy (TMR) [16,17] . However, in this approach a critical problem

ay occur if an upset affects the voter, since an erroneous out-

ut can be deemed correct. The common way to deal with this

ssue is to also replicate the voter [18] . Although this solution in-

reases the fault tolerance level of the protected design, there is al-

ays a single output that can be a single point of failure. Another

elevant drawback of using hardware-based modular redundancy
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based techniques is that errors are masked but not corrected. In

this context, in [15,19] the application of different fault tolerance

techniques in user memory elements have been thoroughly anal-

ysed. Besides modular redundancy based techniques, Error Correc-

tion Codes (ECC) or/and Error Detection Codes (EDC) have been

also studied to harden memories. These techniques also increase

the usage of resources, and similarly to the redundancy based

methods, ECC based approaches only mask errors. In this way, the

use of BBA scheme avoids single points of failure, performing the

voting process of data contents in the processor that reads the bit-

stream. Which entails a significant performance penalty. For these

reasons, BBA is advisable to opt for the voting in memory redun-

dancy schemes where power consumption and fault tolerance are

crucial and the execution time is not critical, such as space appli-

cations. 

Another fault tolerance strategy when using Dual Modular Re-

dundancy (DMR) schemes is to use the combination of checkpoint-

ing and rollback techniques [20–22] . Since in DMR designs errors

can be only detected but not masked nor corrected, the combi-

nation of both strategies is the prevailing alternative to recover

the target system from an error. Rollback consists of restarting the

operation in both used modules from a previous error free state.

Checkpointing is used to go back to the previous error free state by

periodically saving the correct states. Checkpointing can be done 1)

by software, by adding instructions for data saving to the program;

or 2) by hardware, by implementing data saving mechanisms. In

both alternatives, a memory space to store the saved checkpoint

is always required. The checkpointing frequency determines the

fault tolerance level: higher checkpointing frequency means higher

fault tolerance but also lower both operation speed and availabil-

ity, because checkpointing requires stopping the system so as to

read memory modules and registers. In [23] an approach without

frequency penalty was presented; however, it does not override

the previously noted resource overhead, but increases it further. In

all cases checkpointing requires software or hardware overhead. In

this context, the BBA proposed in this paper is an interesting alter-

native to perform both checkpointing and rollback in the memories

of the design without changing the original design and resource

overhead. As a downside, the time demanded by BBA limits the

maximum checkpointing frequency. The relevance of this drawback

depends on the design requirements. 

When using redundancy based methods, a widely established

practice is to divide the design in reconfigurable modules [24,25] .

When an error is detected in one of the modules, it can be cor-

rected using the partial reconfiguration capability of FPGAs. The

synchronization of the reconfigured module with the rest of the

system after a recovery is also a common issue, specially in soft-

core processor based systems. This synchronization has been stud-

ied in [26–30] . BBA is an interesting alternative to synchronize data

memories and also can repair damaged program memories based

on BRAMs using the memory scrubbing. Bearing in mind that the

damaged soft-core processors are fixed using partial reconfigura-

tion, the performance impact of BBA can be reduced if a part of

the data content is copied directly to the correct partial bitstream

when reconfiguring the faulty processor. 

Another interesting application related with data manipulation

in BRAMs and fault tolerance is the emulation of SEUs by inject-

ing errors in the bitstream of the design under test. Techniques

based on this concept are a valuable, computationally efficient al-

ternative to expensive physical error injection based methods [31–

36] conventionally used to evaluate fault tolerance. Xilinx provides

a so called Soft Error Mitigation Controller (SEM) [37] that can

be used to inject, detect and correct errors in the configuration

memory of the 7 series devices. Nevertheless, it is only suitable

for the configuration memory and not for BRAMs or distributed

memories. Regarding BRAMs, Xilinx offers a fault injection mech-
nism for BRAMs with its CORE Generator. However, this mecha-

ism increases the overhead, decreases the performance and it can

e also a single point of failure by itself. In this way, fault injection

echniques based on the manipulation of the bitstream are com-

on practice in the literature [4,38] . Most of them use logic re-

ources to access the configuration port, generating single points

f failures that may impact on the effectiveness of the fault injec-

ion. Since BBA uses the Processor Configuration Access Port (PCAP)

f the ZYNQ architecture (which does not belong to the reconfig-

rable logic) any possible damage to the interface controller during

he fault injections is avoided. Apart from this avoidance of single

oints of failure during error injections, BBA infers relevant knowl-

dge about the structure of the BRAM content from within the bit-

tream. The exploitation of this knowledge improves the precision

f fault injections, reduces their time requirements and helps un-

erstanding better the obtained results. 

The impossibility of modifying the data content of ROM mem-

ries, widely used as program memories in soft-core processors

39–41] represents another relevant issue since this functionality

ay be needed in order to change the purpose of a processor or

o recover after a SEU in the program memory. The regular way

o modify the content of a ROM memory in a FPGA design is to

e-synthesize and re-deploy the entire design with the new data

nto the FPGA. In the best case scenario, if the program memory

as been implemented as a reconfigurable partition, only this part

hould be re-synthesized and re-implemented. Following this ap-

roach, in [42] the program memory is implemented as a RAM

nd a dedicated IP core loads new memory content during the sys-

em operation by using a serial interface. However, this scheme in-

reases requirements in terms of logic resources, and an upset in

he input port of the memory may lead to changes in the mem-

ry content, hence increasing the probability of malfunction due

o SEUs. With the latest FPGA series (Virtex-4, Virtex-5, Virtex-

, Spartan-3A, Spartan-3AN, Spartan-3A DSP, Spartan-6 and 7 Se-

ies), Xilinx offers the possibility to use the Data2MEM [43] data

ranslation software to initialize BRAMs. Among other features,

ata2MEM can replace the contents of BRAMs in configuration bit-

treams in straightforward fashion, without requiring any imple-

entation tool. However, this application undergoes several limi-

ations: one of the most relevant ones is that this software must

o be executed by an operating system (Windows or Linux). In

ddition, this program requires previously generated files to cre-

te the output files, such as BRAM Memory Map (BMM) files or

inkable Format (ELF) files. Finally, the configuration bitstream files

o be updated by the tool must be created without compression

nd/or encryption. To sum up, this is a quite complex solution, not

upported for partial bitstreams, feasible only for data writing in

RAMs and not for reading. It is therefore not a proper data man-

gement approach for autonomous systems based on partial recon-

guration. By utilizing BBA and (if necessary) making a bit-level

nalysis of the structure, it is feasible to modify entire programs

r single instructions without making any new synthesis or im-

lementation, and without any impact on the hardware overhead.

earing in mind the time required by the synthesis and implemen-

ation procedures, BBA is postulated to be very advantageous in

erms of timing. 

An additional potential consequence of SEUs is the damage on

he reading interface of a memory resource. Such an eventual-

ty could make it impossible to recover the information stored

n memories when resorting to conventional, off-the-self methods.

his scenario can be a critical issue when the information stored

as a special operational relevance. The BBA technique proposed

n this work of allows recovering this data content in a straightfor-

ard manner. 

Besides fault tolerance related scenarios, the approach proposed

n this paper paves the way for other avant garde applications. For
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Table 1 

Packet header types (R: reserved bit; x: data bit). 
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Table 2 

Frame address register format. 

Address type Bit index 

Block type [25 :23] 

Top/Bottom bit 22 

Row address [21 :17] 

Column address [16 :7] 

Minor address [6 :0] 
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nstance, it may serve as a novel method to store data under pri-

acy requirements. Since by using BBA, memories can be managed

ithout using any port, the existence of such memory resources

an be hidden in the design, implementing them as isolated mem-

ry blocks that can be accessed with no buses. 

Another relevant application is the management with multipro-

essor systems shared memory. In order to guarantee the mem-

ry coherence and minimize the performance overhead, different

rotocols have been proposed [44,45] . BBA is an interesting alter-

ative to avoid the use of complex protocols, buses and intercon-

ections. This could simplify these designs by enabling new ways

f exchanging data between processors. It even makes it possible

or one processor of the system to change or adjust the function-

lity of another by only changing a number of instructions of its

rogram memory. 

. Discovering the bitstream structure of data in BRAM 

Bearing in mind that this work’s approach is based on a Xil-

nx Z-7020 ZYNQ-70 0 0 All Programmable SoC and makes use of its

econfiguration capability, some aspects of the configuration bit-

tream of the Xilinx 7 series family’s must be introduced. 

The information around the bitstream is limited, specially since

998 when the XC6200 series were discontinued [46] . Vendors

ave published scarce information about the bitstream composi-

ion of their devices, but the majority of them is still unknown.

hanks to different studies the knowledge about the bitstream

ontinues growing over the last years [47,48] , however there is a

ack of studies dealing with the new Xilinx 7 series devices. 

In [49] a bitstream generator that does not use reverse-

ngineering is presented. This generator is able to imprint small

hanges onto existing bitstreams and to embed the bitstream gen-

ration inside the system that it targets. Although it does not sup-

ort the full set of device resources, it is a good example of the

otential of this field. In [50] a bitstream manipulation tool for

ilinx FPGAs based on C language and capable of create partial bit-

treams was presented. Although this work was implemented in a

ilinx Virtex II Pro FPGA, several aspects of the structure of the

itstreams exposed in this contribution are useful to understand

he bitstream’s composition of Xilinx 7 series FPGAs. Following this

aseline, this section presents several interesting aspects of 7 se-

ies bitstream based on previous literature, Xilinx’s documentation

51,52] and several off-line tests performed within for this research

ork. 

The 7 series configuration memory is organized in frames that

re tiled about the FPGA. A frame is the smallest addressable seg-

ent of the configuration memory and, for this reason, all the op-

rations have to act upon whole configuration frames. The frame

ize is 101 words (32 bits), but may vary across different families.

rames are organized with an interleaving mechanism, which im-

oses that adjacent bits do not belong to the same frame. This

s simple a protection strategy against SEUs in consecutive bits,

voiding two errors in the same frame, but also making more
ifficult the inference of the location of the data content in the

itstream. There is a correspondence between the information in

he bitstream and the tile map of the device. Therefore, the num-

er of frames of the bitstream depends on the configuration ar-

ay size and the additional options of the bitstream. In most cases

f the different FPGA’s resources, the mapping of memory ad-

resses to resources is unknown because this relation is usually

xtremely complex. However, some specific resources such as CLBs,

SP blocks and BRAM columns are represented explicitly in the

itstream addressing. The efforts in this work have been focused

n understanding the distribution of data in BRAM columns. 

The bitstream file starts with a header consisting of a concate-

ation of different command words. All commands are executed

y reading or writing the different configuration registers of the

PGA. The commands can send two packet types: Type 1 and Type

 (used to write long blocks). Both packets consist of a header fol-

owed by a specific data section. This data section contains the

umber of 32-bit words specified by the word count portion of the

eader. Table 1 presents the format of the header of each packet

ype. The opcode field defines the function mode, which can be

ead, write or no operation . The register address field in the Type 1

acket indicates the address of the target register of the operation

t hand. The Type 2 does not use the register address field, be-

ause it must always follow a Type 1 packet and it uses its packet

ddress. Between the available 20 registers, the most interesting

nes for this research are the Cyclic Redundancy Check (CRC), the

rame Address Register (FAR), the Frame Data Input (FDRI), the

rame Data Output (FDRO) and Command (CMD). The data stored

n the CRC register is used to carry out error detection over the bit-

tream data. The FAR is used to set the address of the FPGA logic

ver which the reading or writing process is performed. 

As shown in Table 2 the FAR register is split into 5 parts: block

ype (CLB, I/O, CLK, BRAM content or CFG_CLB), top/bottom bit,

ow address, column address and minor address. The FDRI regis-

er is used to configure frame data at the address specified in the

AR register. The FDRO register provides readback data for configu-

ation following the address stored in the FAR register. Finally, the

MD is used for the different commands, such us, RCRC (CRC re-

et), START (FPGA initialization) and DESYNC(end of configuration

o desynchronize the device). 

The first words of the bitstream header define the boot se-

uence and provide additional information for synchronization

urposes. The next commands specify the width of the configu-
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ration bus. Then, a set of optional commands specify parameters

related with transfer bitrate, encryption, authentication and CRC

check. The last part of the header defines the address in the con-

figuration memory and the amount of words that are going to be

loaded. The header is followed by the body, which contains the

information that is stored in the device. The structure of this is

usually not specified by the FPGA manufacturers, and the only way

to obtain information is reverse engineering. Finally, the trailer de-

fines the finishing sequence, which contains CRC verification, the

start command (optionally) and finally the DESYNQ command to

end the communication. Along the entire bitstream many no op-

eration (0x20 0 0 0 0 0 0) words are included for synchronization pur-

poses. 

Bearing in mind that the FPGA configuration can be complete

or partial, complete or partial bitstreams are accordingly produced.

Both options share many common aspects, but several particu-

lar differences deserve special attention. To begin with, the com-

plete bitstream uses the START command for starting the device,

which it is not necessary for its partial counterpart. This occurs

because the partial reconfiguration is usually performed dynami-

cally, i.e. while the device is running. In the case of a complete

bitstream, the FAR is filled with 0’s and the number of words

stored in the FDRI register corresponds to the total words of the

entire bitstream. The FAR and number of words of the bitstream

are strictly related to the defined reconfigurable region. As a re-

sult, if the reconfigurable region is deployed over no consecutive

zones following the address of the FAR, the bitstream is divided

in different fragments. Each fragment is defined by its particular

FAR and word amount. Therefore, the partial bitstream indicates

the FAR and word amount of each resource column used in the

design. For this reason, partial bitstreams have been used in this

work to extract information about the data content of BRAMs. 

The word amount stored in the FDRI register is a multiple of

the frame size. Each frame is related to the configuration bits and

initial values of a particular column of resources. Each resource

may have a different number of frames, and these values may also

vary among device families. In the case of the Z7020 device used

in this study, the total number of frames is 10,008. After several

partial configuration experiments it has been observed that each

column of slices includes 36 frames, each column of DSPs contains

28 frames and each column of BRAMs embeds 28 configuration

frames and 128 data content frames. 

The Z7020 device has total number of 133 CLB columns, 11

DSP48 columns and 14 BRAM columns. Hence, the total number of

configuration frames in this device is 5502 and the total number

of BRAM data frames is 1972. Given the total number of frames

of the complete bitstream it can be assumed that the remaining

frames are used for the configuration of another resources, such as

IOBs or BUFGPs. However, since these resources can not be used in

partial bitstreams it is complex to determine the exact number of

frames that they posses. 

Reconfigurable FPGAs are programmed by loading a configura-

tion bitstream into the internal configuration memory. The 7 series

FPGA devices can program themselves from an external memory

or can be configured by an external device (e.g. a microprocessor

or a PC), through special configuration pins. These pins serve as an

interface for different configuration: master and slave serial config-

uration configuration, master and slave SelectMAP parallel config-

uration, JTAG/boundary-scan configuration, master serial and byte

peripheral interface flash configuration. Moreover, the ZYNQ can

reconfigure itself by the programmable logic, or instead by any

other processing system through the device configuration inter-

face (DevC). This interface is supported by a dedicated DMA con-

troller capable of transferring bitstreams from an external memory

through the Processor Configuration Access Port (PCAP). The 7 se-

ries FPGAs also have an Internal Configuration Access Port (ICAPE2)
53] , which provides the user logic with access to the 7 series

PGA configuration interface. In [54] both existing internal config-

ration interfaces, PCAP and ICAPE2, have been extensively evalu-

ted in other to select the most convenient alternative. An addi-

ional architecture has been implemented in order to dynamically

econfigure the FPGA without the processing system at the maxi-

um bandwidth of 400 MB/s. In [55] , an alternative reconfigura-

ion controller coined as ZyCAP is presented, which improves the

econfiguration throughput in Zynq when compared to standard

ethods. This controller allows overlapped executions, enhancing

s a result the system performance. ZyCAP can be used with soft-

rocessors, but driver software modifications are required. In this

esearch the PCAP has been used, taking advantage of the ARM

rocessor of the ZYNQ for bitstream reading, processing and writ-

ng, and avoiding the generation of single points of failure. 

.1. Xilinx’s BRAMs 

BRAMs in Xilinx’s FPGAs are very flexible; each BRAM can be

onfigured as a single or dual-port memory and can be set as a

ingle 36 KB memory block or two independent 18 KB memory

locks that share nothing but the stored data. The 36 KB BRAMs

re composed by a pair of 18 KB BRAMs (top and bottom). Differ-

nt 36 KB or 18 KB BRAMs can be chained together to form larger

emories. Moreover, when using the dual port configuration, both

orts can be implemented with different width. In this way, each

ort can be configured as 32K × 1, 16K × 2, 8K × 4, 4K × 9 (or × 8),

K × 18 (or × 16), 1K × 36 (or 32) or 512 × 72 (or × 64). 

BRAMs are also equipped with an optional ECC protection based

n a Hamming code. Each 64-bit-wide block RAM utilizes eight ad-

itional Hamming code bits to carry out a single-bit error correc-

ion and double-bit error detection during readings. The use of this

eature can save logic resources from the FPGA, but also presents

everal drawbacks as introduced in [23] . The ECC requires two

lock cycles to complete the reading process, which may penalize

he system with an extra clock cycle lantency in many cases. Fur-

hermore, when the data width is not a multiple of 64, a double-

it upset can point out errors in the unused bits. 

Memory elements can be also implemented using distributed

esources. For this option Xilinx offers the possibility to capture

he state of user registers using the CAPTUREE2 primitive [53] . By

irtue of this functionality, current register values can be stored

n the configuration memory by triggering an input on this prim-

tive. These register values can be read out from the device along

ith all other configuration memory contents. The approach pre-

ented in [56] is capable of capturing, storing and copying the con-

ent of flip-flops within an FPGA device on a particular reconfig-

rable area by utilizing the bitstream. In a later work [57] the pre-

ious approach is extended to enable the copying of the content

f flip-flops between different reconfigurable areas by processing

aptured bitstreams. Although these approaches are implemented

n a Virtex V device with a MicroBlaze soft-core processor running

 Linux OS, they can be adapted to the scheme presented in this

ork in a straightforward fashion, thus avoiding the use of soft-

ore processors and computationally demanding OSs by taking ad-

antage of ZYNQ’s SoC capabilities. For this reason, our effort s have

een conducted towards on data managing of BRAMs. 

.2. Proposed flow to obtain the bitstream structure of data in BRAMs

The aim of this work is to manage different BRAMs of the de-

ice by solely resorting to the bitstream. For that purpose it is nec-

ssary to read and generate bitstreams containing the data to be

oaded in such memories. Since manufacturers do not provide de-

ailed information about the bitstream composition, reverse engi-

eering has been performed so as to find out the structure of data
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Fig. 1. Block diagram of the implementation scheme. 

Table 3 

FAR address of BRAM columns in Z7020. 

Resource FAR (hex) Resource FAR (hex) 

BRAM1 0x0 0c20 0 0 0 BRAM8 0x0 0c0 0180 

BRAM2 0x0 0c20 080 BRAM9 0x0 0c0 020 0 

BRAM3 0x0 0c2010 0 BRAM10 0x0 0c0 0280 

BRAM4 0x00c20180 BRAM11 0x0 080 010 0 

BRAM5 0x0 0c2020 0 BRAM12 0x0 080 0180 

BRAM6 0x00c20280 BRAM13 0x0 080 020 0 

BRAM7 0x0 0c0 010 0 BRAM14 0x0 080 0280 
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Fig. 2. Example of the flow used to determine the BRAM data location in the bit- 

stream. 

Table 4 

Bit distribution example of the first data word of the first 18K BRAM in Z7020. 

N. bit Word addr. N. bit in word N. bit Word addr. N. bit in word 

0 0 0 16 2 0 

1 0 16 17 2 8 

2 1 0 18 1940 0 

3 1 16 19 1940 16 

4 2 16 20 1941 0 

5 3 0 21 1941 16 

6 3 16 22 1942 16 

7 4 0 23 1943 0 

8 0 8 24 1943 16 

9 0 24 25 1944 0 

10 1 8 26 1940 8 

11 1 24 27 1940 24 

12 2 24 28 1941 8 

13 3 8 29 1941 24 

14 3 24 30 1942 24 

15 4 8 31 1943 8 
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n BRAMs. In this section, the utilized setup and the different flows

nd software programs are described in depth. 

As has been previously introduced, the target device selected

or this work is the Xilinx Z-7020 ZYNQ-70 0 0 All Programmable

oC. Fig. 1 shows a simplified block diagram of the overall scheme

tilized. The I/O peripheral signals of the programmable logic and

he processing system are connected through the Extended Multi-

lexed I/O (EMIO) interface, allowing the I/O peripheral controller

o access the programmable logic. The processing system reaches

he configuration data through the PCAP interface in order to per-

orm a readback, which stands for the process of reading the bit-

tream data from the configuration memory. The software running

n the processing system used for the readback has been developed

sing the XDevCfg library. During the bitstream processing a DDR

emory peripheral has been used to store the bitstream and addi-

ional application data. This simple approach permits isolating the

onfiguration memory from any other component in the design. 

The first step to determine in which words of the bitstream

he data content of BRAMs is stored to identify the FAR address

f each of the 14 BRAM columns. This is achieved by creating a

econfigurable region for each BRAM column, and thereafter ex-

mining the generated partial bitstreams. The FAR addresses of all

RAM columns obtained are shown in Table 3 . In the next step

ach BRAM column has been studied under different implementa-

ions within the FPGA section. Considering that each column of the

7020 contains 20 18K BRAMs, this set of implementations con-

ists of 20 memories of 512 Kb depth and 32 bits each. Using this

emory size each 18K-sized BRAM is utilized in its entirely. In or-

er to ease the interpretation of the obtained data, all BRAMs have

een specifically arranged by following an increasing order by us-

ng location constraints. The implementation also includes a FSM

ased memory filler module to write the data in all addresses in

he memories and a multiplexer to selectively activate the write-

nable ports. 

Fig. 2 depicts an example of the utilized flow to determine

n which words of the bitstream is located the data of each 18K

RAM. Starting with the first (BRAM which is located in the bot-

om part of the device), the memory filler module writes zeroes

n all data positions within the memory. Right after that, the por-

ion of bitstream of the column defined by the specific FAR and

he number of frames of a BRAM column are read by using the

eadback functionality. This content is stored in the DDR mem-

ry. Subsequently, a similar process is done but writing all ones
0xFFFFFFF) instead. The data content obtained in both bitstreams

s compared, storing the address and the content of each different

ord in a spreadsheet. These steps have been performed for every

f the 20 memories of each column, after which new implemen-

ations have been carried out by changing the location constraints

nd by using a proper FAR to study all BRAM columns. 

Different conclusions have been reached drawn from the anal-

sis of the obtained information. To begin with, it has been con-

rmed that the content of each BRAM is distributed along the par-

ial bitstream of its BRAM column. This is probably due to the in-

erleaving mechanism. Moreover, there is no direct correspondence

etween the data bits of an implemented memory and the data

its within the bitstream. Table 4 shows an example of data dis-

ribution for a single 32-bit data word over the bitstream. In this

lot, the memory is constrained to the first 18K BRAM of the first

olumn and the data content written is all ones. The first column

f the table indicates the bit position in the data word. The second

olumn shows the relative position of the word in the data portion

f the partial bitstream. Finally, the last column denotes which bit



70 J. Gomez-Cornejo et al. / Microprocessors and Microsystems 49 (2017) 64–76 

Table 5 

Data organization example of one frame of a 18K BRAM column in Z7020. 

Data word address Data in bottom BRAM Data in top BRAM 

Init Addr. + (frame number × 101) + 0 FFFFFFFF FFFF0 0 0 0 

Init Addr. + (frame number × 101) + 1 FFFFFFFF FFFFFFFF 

Init Addr. + (frame number × 101) + 2 FFFFFFFF FFFFFFFF 

Init Addr. + (frame number × 101) + 3 FFFFFFFF FFFFFFFF 

Init Addr. + (frame number × 101) + 4 0 0 02FFFF FFFFFFFF 

Table 6 

Init addresses (hex) of 18K BRAMs in Z7020. 

BRAM num. 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 

Init address 0 5 A F 14 19 1E 23 28 2D 33 38 3D 42 47 4C 51 56 5B 60 
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of the particular word of the bitstream is affected by changes in

the memory. The next memory words follow different distribution

rules to place their bits in the bitstream. In some cases changes in

a single bit of the user memory may lead to changes in two bits

of the bitstream. The amount of data bits to handle and inferring

the complex relation between them require a big processing effort.

Even though working at bit level is interesting in certain applica-

tions where the memory space of words to be managed is not so

big, in general it is not as practical as working with entire BRAMs.

For this reason this approach has focused on managing data con-

tent of entire BRAMs instead of controlling changes over single bits

or words, hence paving the way towards future developments. 

The remaining conclusions related to the location of data words

within the bitstream. First, the location scheme of data words in

each column is the same. That is to say, all BRAM columns have

the same word organization structure to store data within the

bitstream. Second, the data content of each 18K BRAM is placed

by performing cyclic jumps along the frames of the bitstreams of

BRAM columns. These jumps can be noted in Table 5 , which de-

picts an example of the data organization within one frame of the

two 18K BRAMs (top and bottom) that compose a 36K BRAM. The

data content written in the memories for this example is all ones,

thus the data content in all words of the frame is composed of

’F’s. The jump sequence begins with an address jump defined by

the product of the frame number (relative to the partial bitstream

of the BRAM column) and by the initial address of the particular

BRAM. Table 6 displays the initial addresses for each 18K BRAM

of a BRAM column in the Z7020. The next four addresses are also

consecutively used to store data. Thereafter a jump of 101 words to

continue in the next frame. As can be also observed in Table 5 , the

data organization in the top 18K BRAM differs from that in the bot-

tom 18K BRAM. For instance, referring to Fig. 2 the data in the first

18K BRAM is arranged differently when compared to the second or

the fourth BRAM, but similar to its third or fifth counterpart. In the

case of 36K BRAMs, since they are composed by a 18K BRAM pair

(top and bottom), the organization in all of them is the same. Al-

beit feasible the inference of the relationship between the top and

bottom 18K BRAM has been discarded due to its complexity (it is

necessary to process at bit level) and subsequent lack of practica-

bility for real applications. In this way, this approach supports the

inner data exchange between BRAMs at the same deployment level

(i.e. top-top or bottom-bottom). 

4. Managing memories with the bitstream based approach 

As argued in the introductory, BBA presents a great potential for

a number of applications. Apart from data reading and writing, the

most essential operations required to implement such applications

are data copy and comparison. This section delves into these two
perations, with emphasis on how to implement them using the

itstream. 

.1. BRAM content copy using the bitstream 

In this subsection the process to copy the data stored in BRAMs

sing the bitstream is described. This process can be held in two

ain scenarios: 1) data copy of entire BRAM columns and 2) data

opy of individual BRAMs. Although the concepts of the latter case

re also directly applicable to groups of consecutive BRAMs of 18K

r 36K, for the sake of simplicity and clarity, this manuscript will

efer to individual 18K BRAMs. At this point is also important to

ecall that, in the case of 18k BRAMs, if the source BRAM is a top

8K BRAM the destination must be also a top BRAM and vice versa.

oreover, it is important to remark that it is not necessary to im-

lement the destination memory in a reconfigurable area of the

esign, this approach works properly in both, reconfigurable and

on reconfigurable areas. 

When dealing with single BRAMs, two subcases can be also dis-

inguished depending on whether the data stored in the destina-

ion BRAM can be overwritten. Overwriting data is useful when

he content of all the BRAMs of the column is not relevant, since

his method writes the copied data in the destination BRAM and

esets the rest of data bits of the other BRAMs within the column.

he second sub-case arises when the content of other BRAMs from

he destination column want to be preserved, which comes along

ith penalties in terms of code and execution overheads. From a

lobal perspective, all the aforementioned cases comply with the

ow described in Fig. 3 , which hinges on reading the partial bit-

tream of the source BRAM and copying its data content into the

estination BRAM column. The main difference between the three

ases resides in the frames reading and data processing tasks. 

The first task of the flow consists of creating the header of the

ew partial bitstream that will be transferred with the copied data.

he header of the BRAM column’s partial bitstream is composed by

0 words of 32 bits. This header is almost the same for each BRAM

olumn, the difference being that the 27th word of this header

ontains the FAR address of the destination BRAM column. 

After creating the header, the data content must be stored. This

ask is carried out in two steps that are performed for each frame

ithin the partial bitstream of the BRAM column. First, the frames

f the source and, if needed (only necessary when the data over-

riting has to be avoided), the destination BRAMs have to be read

y utilizing the readback functionality. The data content from the

ource frame has to be processed in order to organize it properly

or the destination BRAM. After performing a readback, several bits

f the obtained bitstream are set to 1. These bits must be reset in

rder to transfer the bitstream successfully. Each of these bits is lo-

ated in the 18th position of the 4th, 14th, 24th, 34th, 44th, 55th,

5th, 75th, 85th and 95th words of the data part of each frame.
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Fig. 3. Flow diagram of the BRAM copy procedure. 
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or this reason, during the processing task all set bits have been

eset by resorting to a binary mask. 

The specific data processing performed on the data content dif-

ers among application cases. Fig. 4 exemplifies the three most ba-

ic scenarios: entire BRAM column copy, single BRAM copy over-

riting the rest of the BRAMs of the column and single BRAM copy

ithout overwriting. However, based on these cases it is possible

o implement more complex applications, such as copying various

RAMs into different locations or swapping data between different

olumns etc. 

The most elementary case is to copy entire BRAM columns. Tak-

ng into account 1) that the data organization has found to be

qual in all BRAM columns and 2) that the content of the destina-

ion BRAM column is not necessary, only the source frames have

o be read, copying them directly onto the destination frames. Ob-

iously, in this case all BRAMs from the destination column are

verwritten. 

In the case of copying single BRAMs with overwriting, the pro-

ess is slightly different because the data read from the source

rame must be reorganized to be placed properly in the desti-

ation BRAM. Thus, the exact placing of the source and destina-

ion BRAMs must be known. The use of placement constraints is

ery useful in this context, but it is also possible to determine

he placement by analysing the implementation results. Based on

he known positions of the BRAMs in the columns and by using

able 6 the initial addresses can be obtained. With this information

nd following the address jump pattern described in the previous

ubsection data can be properly arranged and written in the new

artial bitstream. It is important to note that if the source BRAM

nd the destination BRAM are placed in the same column, the con-

ent of the source BRAM will be lost. 

Copying single BRAMs without overwriting is more complex,

pecially in terms of program code (in quantitative more than

wenty times more lines of code than with overwriting), because

t is necessary to take into account several hypotheses. The data

f the destination column must be read and copied in the new

artial bitstream, and the bit set must be reset in all the words

here they are set in the readback. By contrast, the cases with

verwriting only require resetting the words of the read BRAM be-

ause the rest of data words are sent empty. Another singular as-

ect when copying without overwriting is that if source and des-

ination columns are the same, the program is more efficient since
nly one readback must be performed for each frame. In any case,

he initial addresses of source and destination BRAMs and the ad-

ress jump pattern must be known beforehand. 

After organizing and writing all the data, the trailer must be

dded in the end of the created partial bitstream. Most of the

railer words mean “no operation” (NOP) words, but it also con-

ains CRC data. Considering that as has been mentioned the CRC

ethod is still unknown [48] , these words related to the CRC are

ritten with the NOP word. In this manner, the trailer is the same

or all created partial bitstreams. Finally, the produced partial bit-

tream is transferred to the device via the PCAP port, reconfiguring

ynamically and partially the specific logic portion. 

.2. BRAM content comparison using the bitstream 

BBA can be also used to compare the data content of different

RAM columns or single BRAMs. In both cases, if the data con-

ent is changing during the running process it is advisable to halt

he system so also avoid data changes during the bitstream read-

ng process and obtain a correct result. However, in those cases

here the information stored in BRAMs remains unchanged for

ertain time (such as program memories) the comparison can be

erformed without stopping the system. Depending on the re-

uirements the comparison can be performed in terms of differ-

nt levels of depth. When the comparison aims at only determin-

ng whether the contents of the memories are equal to each other

as in e.g. the detection of SEUs) the detection of the first discrep-

ncy suffices for stopping the comparison process. In other cases,

 deeper comparison can be required for e.g. determining the frac-

ion of unequal bits. Despite the fact that different comparison

epth levels can be carried out by using our BBA approach, for

he sake of simplicity the comparison in this work will be stopped

ight after the detection of the first discrepancy. To perform this

omparison between entire BRAM columns the only information

equired is the FAR of each BRAM column. By using the readback

unction all the frames can be read and compared directly. 

When working tackling single BRAMs different scenarios can be

eld. When the BRAMs to be compared are placed in the same po-

ition of different columns the way to proceed can be the same to

he column comparison. The main difference is that is not neces-

ary to compare all words within each frame. Provided that the ini-

ial address and the address jump pattern are known it is possible

o know which specific words should be compared. If the BRAMs

o be compared are placed in different positions within the same

or different) BRAM columns, the data content has to be processed

n the same way that the copying cases in order to compare the

ight data words. In this case also, comparing BRAMs of the same

olumn is more efficient than comparing BRAM from different col-

mn, since it is only necessary to read the partial bitstream of a

ingle column. It must be remembered again that this approach

orks with top or bottom 18K BRAMs separately. For this reason,

op 18K BRAMs are compared with other top BRAMs and vice versa

ith bottom 18K BRAMs. 

. Experimental setup 

In order to assess in practice the performance of the proposed

pproach, a ZedBoard with Xilinx Zynq-70 0 0 All Programmable

oC has been utilized as a experimental platform. The validation

f the proposed approach has been carried out by means of several

ests based on the scheme presented in Fig. 1 . The systems imple-

ented for these tests aim at reading, copying, writing and com-

aring different data blocks from different BRAM columns, single

8K BRAMs and 36K BRAMs. The performance scores analysed in

his study are the resource overhead, the execution time and the
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Fig. 4. Different copying types. 
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availability. The ARM processor and the FSM run at 6 6 6.7 MHz

100 Mhz respectively. 

In the next step the bitstream approach has been compared

with a common implementation. As has been argued before, most

of the memory controllers are based on the use of processors, pre-

viously generated generic IP cores or specifically built FSMs. In or-

der to account for the worst case scenario in terms of execution

time, the content written in both memories has been equal so as to

make the comparing procedure traverse the entire memory space

and hence yield the highest execution time. A dedicated soft-core

processor would be a waste of resources, therefore in this case a

FSM based controller is the most efficient and fastest method to

control the memories. 

The implemented test applications are memory copying and

memory comparing. For each application, different tests have been

performed including entire BRAM column and single BRAM experi-

ments. Both applications have been designed to be commanded by

a ready signal, which permits choosing when the action at hand

is executed over the second memory. In this way both approaches

(the FSM based and the bitstream based) feature the same func-

tionality. However, in all tests the ready signal has been set to

active so as to avoid the effect of the waiting time in the measure-

ment of processing time. All applications begin by fully writing the

source memory, which has not been taken into account when mea-

suring the processing time. Thereafter, the next step to perform

the data copy process is to read the source memory, for which the

application waits the ready signal from the destination memory.

Upon receiving this signal, the data content is copied to the des-

tination memory and cross-checked with the original data of the

source memory in order to detect data discrepancies. To this end,

once the writing process is done the cross-check starts by reading

the first memory. After receiving the ready signal from the sec-

ond memory, the data therein are read and compared to the pre-
iously read memory. In order to account for the worst case sce-

ario in terms of execution time, evaluate the highest execution

ime case, the content written in both memories has been equal.

hanks to that no errors have been detected and all the memory

ddresses have been analysed during the comparing processes. 

Fig. 5 depicts the simplified block diagram of the different test-

ng designs implemented in the FPGA part of the ZYNQ. The origi-

al system has been implemented as a reference in order to evalu-

te the resource overhead. As shown in 5 (a), it consists of different

odules where the most relevant one are the two memory blocks,

he FSM based memory filler, the pulse counter and the output

ogic. The two memory blocks are the target memories, which are

qually implemented with different sizes depending on the test to

e addressed. The memory filler is a FSM based module used to

ll the memories with specific test data. The pulse counter, which

s composed by a counter and FSM, measures the time spent by

ach approach. In this case this module is not relevant; however it

as been included so as to present this functionality from impact-

ng on the resource utilization overhead. Finally, the output logic

elects the signals to be displayed as outputs. 

As evinced Figure in 5 (b), the proposed BBA is similar to the

riginal scheme. This is because it does not need any logic re-

ource. The only difference is that the pulse counter is controlled

y the ARM processor, which is only necessary to measure the

ime. The number of instructions to be executed by the ARM vary

epending on the location of the BRAMs and the possibility of

ata overwriting. Both applications - memory copying and mem-

ry comparing - have been implemented with source and destina-

ion BRAMs in the same or different column and with or without

verwriting. 

Fig. 5 (c) presents the scheme for the FSM based memory copy-

ng and memory comparing operations. In these cases, several fur-

her modifications have been incorporated with respect to the
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Fig. 5. Block diagrams of the logic implementations. 

Table 7 

Results of BRAM data copy and comparison tests. 

Slice registers Slice LUTs BRAMs Time (ms) 

Orig. 
BRAM 88 84 2 –

BRAM columns 110 529 40 –

FSM 

BRAM copy 135 (53%) 235 (80%) 3 (50%) 0 .001 

BRAM column copy 165 (50%) 703 (33%) 60 (50%) 0 .02 

BRAM comp. 111 (26%) 198 (35%) 3 (50%) 0 .001 

BRAM column comp. 141 (28%) 614 (16%) 60 (50%) 0 .02 

Bitstream 

BRAM copy(Same column / Overwr.) 88 (0%) 84 (0%) 2 (0%) 3 .6 

BRAM copy(Same column / No Overwr.) 88 (0%) 84 (0%) 2 (0%) 4 .6 

BRAM copy(Dif. column / Overwr.) 88 (0%) 84 (0%) 2 (0%) 3 .6 

BRAM copy(Dif. column / No Overwr.) 88 (0%) 84 (0%) 2 (0%) 4 .6 

BRAM column copy 110 (0%) 529 (0%) 40 (0%) 4 .3 

BRAM comp.(Same column) 88 (0%) 84 (0%) 2 (0%) 0 .27 

BRAM comp.(Dif. column) 88 (0%) 84 (0%) 2 (0%) 0 .47 

BRAM column comp. 110 (0%) 529 (0%) 40 (0%) 1 .25 
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riginal scheme. The most remarkable one is the addition of the

SM application module. For each test (copying and comparing)

 specific FSM has been implemented, minimizing the number of

tates for an efficient coupling. In order to wait the ready signal,

n auxiliary BRAM memory has been allocated in these modules.

oth FSM applications also manage the pulse counter module. Fi-

ally, additional multiplexer modules have been added to manage

he inputs of the target memories. As opposed to BBA, when us-

ng FSMs there is no functional difference related to the location

f the BRAMs, nor any the problem of data overwriting of the rest

f BRAMs from the same BRAM column. 

Table 7 summarizes the results of copying and comparing tests.

n both test the analysed parameters are the same. The first five

olumns (Slice Registers, Slice LUTs, Occupied Slices, LUT FF pairs

nd 18K BRAMs) quantify the usage of resources of the FPGA.

he number in parenthesis indicates the relative resource over-

ead with respect to the original system. The remaining param-

ter is the time used to perform each application extracted from

he pulse counter module. It should be noted that since the pro-

essing system presents a non-deterministic response (due to un-
ontrollable side conditions e.g. hardware interruptions, hardware-

oftware communication...) there are small variations in the mea-

ured time for each experiment. Consequently, the provided scores

epresent averaged values after 10 experiments. In the same table,

he first two rows correspond to the parameters of the original sys-

em without any additional element which these result are used as

 reference. In this case, since no data operation is involved, there

s no information for the time parameter. The next four rows are

he values of the monitored parameters corresponding to the FSM

ased applications. Last but not least, the results of the bitstream

anipulation based applications are shown in the last set. 

The conclusions drawn by observing the above table support

he research hypothesis stared in Section 1 . The BBA based ap-

lications obtain significantly better results in terms of resources

verhead. While the overhead in BBA is essentially zero, the over-

eads of the FSM based approaches are between 50% and 180%.

owever, the results also confirm that the BBA based applications

re the most time consuming options in the benchmark, specially

n the case of the copying as because the transmission of the 128

rames of a BRAM columns takes about 3.3 ms. Although it could
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be possible to reduce this time by optimizing the bitstream trans-

fer functions, there is a limitation imposed by the maximum PCAP

frequency (100 MHz). This limitation of the maximum PCAP fre-

quency has a direct impact on the velocity of the bitstream writ-

ing and reading processes, since it limits the communication speed

between the bitstream processing block and FPGA. The increase

of this maximum frequency would be an interesting improvement,

since it could increase the execution speed of the approach. More-

over, it has been also confirmed via off-line experiments that the

processing time varies depending on the relative location of the

BRAMs and the possibility of overwriting the information of the

destination memory, hence elucidating that the quickest cases are

copying and comparing BRAMs allocated in the same column. 

6. Conclusions and future work 

In this work a novel approach to access and manage data in

BRAM based memory designs for FPGA SoC implementations has

been presented. This approach utilizes the accessing to the config-

uration bitstream to manage the data content of different BRAMs.

Since this method does not add any additional element to the

original design, there is no impact on the resource overhead. This

is relevant because the resource overhead involves longer datap-

aths, more power consumption, worst susceptibility and less re-

sources available. In addition, thanks to the use of dynamic partial

reconfiguration this new data management strategy can be done

in runtime. For this reason, despite its higher time demand the

proposed technique does not degrade the system overall perfor-

mance in a number of applications. Finally, by virtue of the use of

the PCAP it avoids single point of failures. Based on this rationale,

this new methodology to work with memories improves a num-

ber of applications, specially in scenarios related with fault tol-

erance, i.e. memory scrubbing, error detection, synchronization of

reconfigured modules in redundancy based schemes, checkpoint-

ing, rollback, fault injection or recovering information from mem-

ories with damaged reading interfaces. It also permits modifying

program memories without synthesizing any part of the design. In

addition, the proposed scheme can be interesting for other special

applications such as the management of shared memory multipro-

cessor systems without using any logical interconnection, or the

concealing of memory modules in the design. 

Since the weakest aspect of BBA is its higher demand of time,

future work will be focused on improving this aspect. A possible

strategy in this direction could be to enhance the program func-

tions for the bitstream reading and transfer. In its current imple-

mentation the bitstream reading is done frame by frame, and con-

sequently is responsible for a significant fraction ot the overall pro-

cessing time of the proposed method. Therefore, the optimization

of the functions to read more than one frame at once (i.e. bulk

read) should make the system faster. Another possible direction

to improve the velocity of the approach would be to adapt the

system to use the ZyCAP [55] , since it is reported that this ap-

proach achieves a reconfiguration throughput of 382 MB/s, im-

proving over PCAP by almost 3x. 
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